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Efficient anonymous roaming authentication scheme using
certificateless aggregate signature in wireless network
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Abstract: To solve the privacy-preserving problem during the roaming authentication of wireless mobile networks, a
novel roaming authentication scheme with anonymity was presented. An efficient certificateless aggregate signature
scheme was first constructed, by introducing the online/offline signature and combining the aggregate signature. Com-
pared with the related schemes, the proposed scheme has higher efficiency in computations of both signature and verifi-
cation, and also improves the efficiency in communications. Furthermore, based on the proposed signature scheme, a
novel roaming authentication scheme with anonymity was presented, in which it simplified the traditional three-party au-

thentication model. The theoretical analysis shows that this scheme is secure and effective, and thus it is especially suit-

able for large-scale wireless mobile networks.
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7 3 KPYAE: ToER A I T CIEAS R A 2 A I A A IR AT 5 + 189 -
Q@ MN @ FN
o [fibLi%HF
pid, € PID

® VHERIX LR/ R
NEAPK id, = Xpia P
SERRIASK . = (X, Dy

o BEBLIEHE
ae Zit¥apP

o HREH
O = CLAS.Sign(SK ,;.(IDy,,

ID,,, pid,, PK . aP,it,)

(IDy,, ID,, pid,, PK . aP,tt,)

O-MN

o WD, , Dy, REA

O-]'/\(IDHA’ IDI‘A’ pbP)

P> o Bl I ) W, O A L

o W RPLE|F I Wpid J& 7514 1

® jZ4FCALS.Aggregate
Wik oy B IA

o BEHLIESE
be Zi+5bP
WHLTEBEYIK s = abP
THREAR P rh b P

o AR

o KA ID,, ., ID, RER

o i2{TECDSA.Verify
Wik o, Akt

o AR EYIK pa = abP
TR B 2 R i aP

o A HUAIERS
MAC = (AutM,; = (H,(ID,,,

op = ECDSA.Sign( skyy, ( 1Dy,
IDy,, pid,, PK ,, ,aP,bP))

MAC
P BT R TAUE RS

IDy,, pid,, PK ,, ,aP, pbP)).

Els

P 2 UL TR 25 13 2

MAC':(AutM’)KM\ =(H,(IDy,,
ID,, pid,.,PKp,d,,aP, pbP)KNM,. .
o MACHMACHHE, REME
ST IR R

(IDIL/\’IDF/\’pidl’PKpiti,’ap’ttl) own = (R.T))

(UDyn. 1Dy, pidy, PK iy ,ap,11,) oy = (R,.T))
MN, _
Q _ (R
(IDyy. IDyy, pidy, PK ,, cap.tty) Oy = (R, T5) 4

HADEEFA
o ERREELo=(RT)

R= Z R T=3T
i=l i=1
o RAZBZINIE
e(P.T) = (P, Y hO)e(H. R+ hX,)
i=l i=l

Ke EaKIL

7 EEEITFAE
71 REMITLE

P A % 51 LA AH O SCHR A 0 7 243 Bl AE
G T RMB IR 2 T AT b, e 5 fEk

6 FiRe %5 PNFORAESIME I xRRARE L
SCHLZNMEI; W RV E eSS Ronizh i
SR 2 6 PVARRAEMR L% N B B ARSI BT
oA BEMR R ) R B IEIR P TR Bl s W Rsi%
HHUZBCRRE TS5 S R P TUZBG RE T B »
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<190+ WA R W37 %
%5 R2FKITEE
VES B Y] SR e P T BIEY 2 a FAFRRARY B TTUE
ICHR[12] x S w PKI
SCHR[16] x S S ID-PKC
SCHR[17] V S w x GS
SCHRT6] x W w V XHFR
SCHR[21] V S S x GS
SCHR[22] V W S N ID-PKC
SCHR[25] x S W x R 2 51
SCHR[24] J W S N ID-PKC
SCik[26] x S A x X FREE
K N S S N CL-PKC
%6 WEH BT L
DoS it
Ti% BT B P Deposit-case Kt Wz i ety
f 1 fif 2
ik[12] x v x v v X w
SCHR[16] x J x V J V S
SCHR[17) x J x v J J S
k(6] x v x N J y W
SCHR21] x N x J J J S
Cik[22] x v v v v v w
SCHRT25] x x x x N x w
3Cik[24] x v x v v v S
R [26] x v x v v X w
ES'GIES v v v J v J S

A DLASSCI T3 ZE R A2 BT Il () A 22 A i oK, ik
TEFEE S, JF HABSRIBGHAEYE, i
PR o
7.2 WENTLEE

U NUEE AR, B T BEAARE R A 1 2 Ak
A, WENEECR RS, MN 78 AL A
FErh — AL T HORAS, DRl As 88 NS =D,

14k, MN HHERES AR, B LR ORI T 5
ARG, ¥ MN 5 FA A8 BN 1AL 5145 4
ams o A SCREPTE 5 55 TR RER T M 5 38 i A AIE
WA I SEBEAT R b, SRk 7 P, Hod,
EIFHPTIIA S 2 AR 3. AERH, A
(K75 S AR T AT ST A RN, Ry, SR
P

=7 MEXTEE

% S 580 AR (SRR A% FF4/ms MN FHH eV ST 4
SCRRIL7] 2 x 3a 3P+11E
SCHR[21] 2 x 3a 1P+7E
CHR[22] 2 V 2a 2MTP-+2H+1PM
CHR[24] 2 V 2a 2MTP+2H+3PM
SWIES 2 V 3a 1H+4PM
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FErf, JoieR AR R S AL Tl E 5
JPEHEL D G A A PR 3l B
FEBCEERS b, SEH T LM 2% b BATRRFA DRI (1 B
YABPANIETT 5, W BB E . AN TR ERE A
ZATR, RPUERIGE . DoS Biilids, thitf T
WYPLE HEL. 75h, A%+ MN Prgit 507
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